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Abstract

This paper is written to present the current status of electronic network security systems. The paper is not intended to be comprehensive. I intend to present network security issues and a statement of the current solutions to those issues. The sources used for this paper include periodic publications, technical books, and other research sources. The findings of this paper conclude that there are sufficient resources to ensure network security, but many of the available security methods are not utilized.

Internet Security


There is a large amount of material published relating to network security. An Internet source bibliography of network related articles containing over 70,000 reference items generated over 5000 references when the search topic “security” was typed in to the BibTeX query box. The goal of this paper is to take a small sampling of the vast information available on network security and present a summary of Internet security systems and procedures. The background of the field will be presented but the scope of this paper does not allow for an exhaustive discussion. E-network security methods will be introduced and I will attempt to provide information sufficient for a network professional to understand the basic principle of Internet security systems.

The Internet


The humble origins of the Internet by the department of defense in 1971, then called ARAPANET, has mushroomed into the vast World Wide Web (WWW) we experience today. This communication highway was intended for technical communications between the military and a select number of researchers and contractors. The open nature of communications between the military and their supplier and researches resulted in a very open communication system. Gradually, the network community is patching some of these security holes. The Internet started with only four uses initially, but now it is estimated that the number of users on the web increases 15 percent each month(Where did the Internet come from? 1999). The Internet originators never imagined a computer virus or something like a “denial of service” attack on an e-commerce server(Rabinovitch, 2001). 

Protocols


In 1982 the Internetworking Working Group introduced the Transmission Control Protocol and the Internet Protocol suite commonly referred to as the TCP/IP suite. The United States Department of Defense (DOD) adopted this suite as their standard for network communication and eventually the term “Internet” was attached to the information superhighway. Even though this protocol suite was developed under the direction of the DOD there are a number of alarming security flaws in them. Computers on a network using any communication protocol must cut the data in the file containing the information into manageable pieces and package this information into a data frame containing the original data and several other related items. The information in these data frames, or packets, is dictated by a standard called the Open Systems Interconnect(Tittle, 1999), or OSI model. Simply put, the OSI model consists of seven levels, as listed below.

	Level
	Description

	Application
	Provides a set of interfaces for applications to access to networked services.

	Presentation
	Formats information for network communication.

	Session
	Maintains a communication session.

	Transport
	Manages the two way communications between the nodes on a network

	Network
	Addresses packets for delivery and translates logical names into their physical counterparts.

	Data Link
	Formats and transmits the data frames called protocol data units (PDU’s). 

	Physical
	Converts the data into signals for outgoing messages and converts signals into bits for the incoming data frames


The IP protocol in particular introduces a risk factor because it is a connectionless protocol and depends on other protocols, namely TCP, to ensure reliable delivery of the data(Tittle, 1999). The TCP/IP protocol suite is actually made up of several other sub-protocols that work with them to provide all the services required by the Internet. Some of the protocols included in this suite are listed below: 

	Internet control message protocol (ICMP) is a protocol used to send control messages at the network layer of the OSI model

	Address Resolution Protocol (ARP) is also a network layer protocol used to link a logical IP address to a network card’s media access control (MAC) address. A MAC number is electronically embedded in every network card manufactured.

	User datagram protocol (UDP) is similar to TCP but is generally faster.

	Domain name system (DNS) is a name to address resolution protocol. Internet hosts maintain a table that correlates the IP address to each systems domain name.

	File transfer protocol (FTP) is an application that provides services for file transfer processes.

	Telnet is a remote terminal emulation protocol used to provide connection between not similar systems (e.g. a personal computer and a Unix workstation).

	Simple Mail Transport Protocol (SMTP) is used for messaging services on the Internet.

	Routing Information Protocol (RIP) is used to route IP messages directly to the target network.


There are more protocols in the TCP/IP suite; the list above is not intended to be a comprehensive list.

The TCP/IP suite predates the OSI model by about ten years, but the suite fits the model very well. TCP/IP fits in the bottom four OSI levels. The upper levels in the OSI model correlate to TCP/IP application protocols like telnet or FTP.

Let’s explore the Internet suite in more detail. The protocols, in this suite, that present most of the security issues are TCP, IP, UDP, and ICMP. The suite is defined by a series of documents developed and maintained by the Internet Engineering Task Force (IETF). The definition for how they work are listed in several Request for Comment (RFC) documents that can be examined and downloaded at www.ietf.org/rfc.html .TCP and UDP correlate roughly to the OSI transport layer; and IP and ICMP correlate to the Network layer. Security in conjunction with TCP/IP has been considered only recently(Schneider, 2001). The enhanced security protocol is called IPSec but it has not been widely accepted(Radcliff, 2001). IPSec is defined in RFCs 2401 and 2412 and offers authentication of the data source, and incorporates security at the network layer of the OSI. All protocols that are at or above the network layer of he OSI model can take advantage of the enhanced security introduced by IPSec. IPSec is really two protocols, the Authentication Header (AH) and the Encapsulating Security Payload (ESP). They can be used together in one packet or separately. The AH makes IP packets secure so hackers cannot send packets impersonating another machine. ESP is used to encrypt packets so non-authorized people can’t read the data.

The current version of IP being used most is version 4. IPSec can be used to update the security of IP, but not many Internet sites are using it. The reason for its limited adoption is mostly due to the complexity of its implementation. There are several options in IPSec specifications, so two networks may implement the protocol correctly but still not be able to communicate between their networks. In addition, IPSec requires the distribution of encryption keys and digital certificates. There is not an automated distribution system for this exchange so network administrators need to distribute these manually. IPSec is built into the next generation of IP, know as IP version 6. IETF proposed this version in 1998(Gilligan, 1999) but has not been implemented.

TCP is responsible for message segmentation and reassembly by sequencing the packets to ensure proper message delivery. Each TCP packet includes two port numbers: a source port and a destination port. These ports don’t physically exist; the TCP/IP software generates them. Ports are 16-bit numbers that represent doors here data can be sent out or received. IETF assigns ports for many common Internet activities, Telnet and HTTP are assigned TCP ports 23 and 80 respectively. There can be as many as 65,535 different ports (2^16 –1). TCP zero is reserved and is not used. 

When a TCP application is active on a system, it monitors the port typically assigned to that program for TCP packets to come from a client. Such a port is known as an open port, while a port where nothing is listening is known as a closed port. System administrators can configure any application to use any port, but normally most systems use TCP ports as described in RFC 1700. The number of ports active on a server depends on the diligence of the administrator; often more ports are available than the commonly used TCP ports. All network operating systems have a utility to check the port status; Window 2000 and UNIX use a utility named Netstat (for network status).

Security issues with protocols

TCP normally establishes communication with a network in a three-way handshake. The client initiates a packet with an initial sequence number (ISN). The server acknowledges it and sends a packet back with an ACK (for acknowledge) bit set and the same ISN, the client finishes the handshake by sending a packet with the ACK bit set. Following this three-part handshake the communication session can start using sequencing numbers the two systems negotiated during the connection process. These sequence numbers are more or less random numbers. In networks a trust relationship exists between nodes. A trusted node can access the resources on the trusting server. If a malicious person could predict the server ISN then it could become a trusted node and transmit data or programs that could generate destructive results. Then how can this ISN guessing be done, if they are truly random numbers it should be impossible to guess the right number. Most systems use the following method of generating ISNs. In most communication sessions the initial ISN is incremented by a constant amount once each second, and by half that amount each time a new connection is made. So, if a user makes a legitimate connection and monitors the ISN the server transmits then he can, with a fair degree of accuracy, calculate the ISN generated for the next connection attempt. 
Hackers can guess this sequencing number and trick a server to make the hacker a trusted host on the network

There is an easier method to get trusted host status without needing to guess an ISN. If the Netstat service is running on the server then all the hacker needs to do is ask the server which ports are open on the server. There are at least a couple of public domain utilities that can be downloaded that allow individuals to move data over any TCP or UDP open port. Many network professionals don’t know this vulnerability and simply allow the Netstat service to install by default. The obvious defense for this sequence number attack is first to ensure Netstat service is removed and then randomize the increment and the period for the ISN. A useful alternative is to use an encryption device to eliminate the risk of guessing ISN’s all together.

UDP is simpler than TCP. TCP established a connection using the three-part sequence described above. UDP is a connectionless protocol; it just sends packets in a fairly unreliable manner. Some applications really don’t need good packet tracking like streaming audio or video. Human perception will not detect if a pixel or two are missing from a video feed. The advantage is that UDP is faster than TCP, so it is the protocol of choice for some applications. The most widely used UDP service is DNS through UDP port 53, another application is audio files on port 7070. If an attacker finds that either of these ports are open he can probe the server with one of the available DNS tools or a RealPlayer client.

Security


Once an attacker is inside a network there are plenty of opportunities to wreek havoc. A hacker could alter or delete web pages, damage database files, or even try to reformat your servers hard disk drive. One of the more common invasions is the propagation of viruses. The previous section outlines just a couple of the common security threats. This section will outline methods to improve on the security of an e-network.

Firewalls


A firewall is designed to keep fire, once started, from spreading in a building. In a network, a firewall is a set of programs at the periphery of a network that protects the network from outside users. A firewall allows the network users to access the Internet but prevents outsiders from accessing the network resources. Firewalls are classified into three categories: packet filtering routers, circuit-level gateways, and application level gateways.

IP is responsible for addressing the TCP/IP packets. IP packets are identified with a 32-bit address consisting of four bytes with each byte separated by a period. Each byte is noted using a number between 1 and 254. Eight bits have 256 possible combinations; zero and 255 are reserved for broadcast transmission so they can not be used for addresses.

Packet filtering router

A packet filtering router submits all incoming IP addresses to a filter applying certain rules. The information checked can include the IP address for both the source and destination, and port number. If a match is made, the particular rule is applied, either accepting or rejecting the packet. Several predetermined policies are available and are implemented depending on the policies of the network. Discarding a packet by default is the most secure policy, but it requires the network administrator to enter acceptable addresses into a table. Permissive networks allow forwarding by default. Network security requires that just certain ports and addresses are allowed to limit exposure to hacking. Source routing attack, tiny fragment attack, and IP address spooling are the most common attack methods.

Circuit-Level Gateways

Circuit level gateways establish connections between users on the outside and users on the inside of a network. Once the connection is secured, the packets travel though without checking the content. Circuit level gateways do block most of the protocols hackers use to try to gather site-related data.

Application-Level Gateways

These types of firewalls allow the network administration to control access at the application level. They are stricter than packet filtering routers and are easier to set up. Application gateways require a dedicated gateway for each application, but in some instances the enhanced security is worth the price.

Proxy Servers

A proxy server hides network components from outside the network. They intercept all requests to the real server and determine if they can fulfill the request itself. Like an application gateway, proxy servers focus on applications. An advantage of proxy servers is that they improve network performance by caching recently retrieved data. In addition, proxy servers can be used to filter requests. A firm could use a proxy server to prevent its employees from accessing a specific set of websites.

The Secure Socket Layer

Another option for providing security services for TCP/IP is to add security to a layer just above TCP/IP on the OSI model, known as the Socket Layer. The Secure Socket Layer (SSL), originally published by Netscape, allows an application to have verified encrypted communications across a network. The application requiring the security must include a version of SSL. SSL includes digital certificates updated in 1999, by the IETF to Transport Layer Security as stated in RFC 2246. Most of us do not realize when SSL is securing a connection. When you access a secure web site using SSL, the key or lock in the lower corner of your browser turns to an intact lock or key, your browser has established an SSL connection with the site and verified its certificate. Also, when you access a site with https, you are actually running the http protocol over SSL.

Discussion

The communications in use today have several security holes. There are many vendors hyping their latest release(Cheng, 2001), but many introduce additional security gaps by releasing products before they are ready. Inexperienced system administrators who don’t have the time or the incentive to uncover security problems run many networks. I must admit that prior to researching this paper I believed that I knew most of the security issues for e-networks. I discovered that the security issues related to the Internet are many and that the solutions to those issues are complex. To ensure a secure future, vendors and other groups must make a concerted effort to place security as the highest priority. Cooperation between possible competitors will be necessary to implement this scheme. These new security systems must be tested thoroughly and holes in the system must be patched rapidly and automatically. The Internet is still in its infancy and it might well be five or ten years before this young industry gets together to ensure a secure future.

Conclusions


I have found this exercise of preparing a course learning plan, an annotated bibliography, followed by a paper outline, and finally this paper to be a frustrating but fulfilling task. PC 501, Degree Completion Strategies has taken me from my doubts about getting a doctoral degree to the point where I am today. Today I know I can complete the program. I have learned much during this three-step process. In fact, I would have done this project differently if I had known what I know now. The learning process is painful, but it is a necessary process..


I started out preparing the bibliography using the APA publication manual. Most of my frustrations could have been reduced if I had found the following items earlier. I eventually found a Network Bibliography at www.cs.columbia.edu/~hgs/netbib, it consists of over 70,000 references about computer networks. References found with this site were more useful than any I found using library resources. The best thing this assignment did for me was to lead me to the conclusion that I needed a reference tool to help me with the technical writing. I thank you, Dr. Barton, for suggesting that I get Endnote(Endnote, the easy bibliography writter, 2001). I suggest that you let the students know in the next session of this class that demonstration copies of Endnote and Procite are available at http://www.endnote.com and http://www.procite.com/pchome.asp. I believe the students would benefit from exposure to either of these products. I was evaluating Procite("Procite, your information toolbox," 2001) when I got your email back suggesting Endnote. After evaluating both packages, I strongly agree with you about the superiority of Endnote version 5.
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